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1 Tobacco Product Directive

On 3 April 2014, the European Parliament and the Council adopted the Tobacco Products Directive
(TPD) 2014/40/EU. The overall objective of this directive is to approximate the laws, regulations and
administrative provisions of the Member States concerning rules governing the manufacture,
presentation and sale of tobacco and related products.

Articles 15 and 16 of the TPD aim to address illicit trade in tobacco products by introducing systems of
traceability and security features for these products. The system will contribute to reducing the
circulation of tobacco products which are not compliant with the TPD and other tobacco control
legislation.

Traceability is only possible if tobacco products are marked with unique identifier (Ul) codes (containing
predefined information — such as origin and date of manufacture, destination etc.). This enables their
identification, tracking and tracing throughout the supply chain, and the transmission of related
information to a data storage facility.

Therefore, ID Issuing system developed based on Tobacco Products Directive 2014/40/EU and EU
Commission Implementing Regulation 2018/574 will play an important role in protecting state budgets,
legal economic operators and public health.

Based on:
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2 UID Issuing Solution

2.1 UID Issuing Solution overview

The UID Issuing Solution is fully compliant with the Tobacco Products Directive.
The UID Issuing Solution can be accessed in two ways: by means of
- A Website, for the users who prefer a graphic interface in a browser
- API, for the Economic Operators which want to set up machine to machine
communication between the UID Issuing solution, and integrate into their own system

Each user of the Solution has its own account with personal credentials. For security and other
reasons these credentials should not be shared. Each user can be linked to one or many economic
operators, facilities, entities. For a detailed description on the types of roles, we refer to section
3.2.1

2.2 Responsibilities of the Economic Operators in the System

The economic operators are responsible for:
- Requesting a registration into the system
o Manage their facilities
o Manage their machines
o Manage their users
Ordering and downloading UIDs, if applicable

Although Wholesalers/Distributors do not bear responsibility for registering their customers (Retail
Outlets), they have a common interest to assist with the onboarding activities in due time.

2.2.1 Economic Operators Roles in the system

The economic operators account has one of the following roles in the system:
- Administrator
‘Regular’ User
- Technical User

An Administrator is allowed to manage the facilities, machines and users. He can also order and
download UIDs, just like a regular User.

Technical users have an Administrator role, and are allowed to manage facilities, machines and users.

Technical users manage the Machine to Machine Connection between the economic operator system
and the UID Issuing solutions by means of API.
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3 Login

3.1 Request for registration

If your company has not yet been registered before as an Economic Operator to the UID Issuing

System, please perform the following steps:

1. Go to the main Sign in screen of the system. (Please pick the desired language out of the
listed options).

2. Click Create account hyperlink.

EN
Signin

User identifier *

Password *

DLR
IDissuer oK

Your ID Management solution for the TPD regulation

Create an Account

You may create your account using the register
form.

Create account

3. Create an account screen opens.
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Create an account

Name * Alternative | sbridged name

Economic operator detail

Address *

Billing information
AS an economic operator, | may request UIDs e

Account information

E-mail *

First name *

Last name *

Phone *

(7]

Preferred language

The Create an account form consists of 3 main parts:

1. Economic operator details — This part includes information related to economic operator’s
Address, Country, Type and taxes related information. Fill in all applicable fields (at least
mandatory marked with *).
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Create an account

Name * Alternative / abridged name

Economic operator detail
Address *

Country *

Global location number

Type *

. VAT registered a'

VAT number *

[ ] wcise number issued 6

Excise number *

. Cther EQID issued 6

Other EQID *

Damicrar mr Faebsls ~F = pebsil o bl
. REQISLET Oon DEnalt aOr a retall outlet a

Acting economic operator identifier *

m
L
(]
1]
1A
m
3
i

@  £OD = issued in another

External EQID *

If an Economic Operator is already registered to the TPD system via a UID Issuing system of
another Member State, the EQO_ID of the of that system MUST be completed in the form
(External EOID* field).

2. Billing information — is required for invoicing in case UIDs have been generated and issued.
The billing information can be details of the person or company responsible for covering the
bills.
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Billing information

@ | want to order UD @

Mame *

WAT registered 9

Tax number *

Address *

Country *

Email *

First name *

Last name *

Phone *

3. Account information — covers contact details of the representative of the Economic operator.
This contact person listed in this section will get the “Administrator” role and will be able to
create other accounts.

4. Before being able to validate his form, he is mandatory to read the Terms and Conditions and
accept them. The terms and conditions are necessary to frame the commitments of both
parties for the use of the UID Issuing solution.

The validation of the private policy (GDPR) is also mandatory at the time of your first
connection.

To access the Terms and Conditions, click on the Help button (?). A pop-up appears.

. Accept Terms and Conditions e

CREATE CANCEL
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. Accept Terms and Conditions 9

Terms and Conditions o

5. Once the form has been completed with the required information, click CREATE button.

6. A new window “Confirm new Economic Operator creation” appears on the screen,
indicating that account creation will be provided by e-mail to the address which was submitted
in the “Create an account” form.

Confirm new Economic Operator creation

fou will receive an email to the provided email address after creation.

7. Click CREATE button on the window. The user is then redirected to the main Sign in screen of
the website.

Your registration will be validated within two working days. As soon as your registration is validated, you
will receive an email containing the economic operator identifier code, the confirmation code, and a link
to define your password and to log in.

3.2 Login on the website

To login on the website as a user (Administrator or ‘Regular’ User) follow these steps in Sign in section
of the screen:

1. Enter your email into User identifier* field.

2. Enter your password into Password* field.

3. Click OK button.

CONFIDENTIAL



UK ID Issuer — User Guide for Economic Operators V11

EN
Signin
User identifier *

EC@domain.com

Password *

Forgot your password?

DLR
IDissuer oK

Your ID Management solution for the TPD regulation

Create an Account

You may create your account using the register
form.

Create account

After performing these steps, the User will be logged in successfully.

3.3 Password management

3.3.1 Password policy

Password policy is defined by the ID Issuer system Administrator. The parameters to be set are:
e The minimum number of characters in the password is 15 characters

e Password must contain at least one capital letter, number and a special symbol.

Users should contact their Administrator to clarify password requirements and/or issues.

3.3.2 Changing password using Forgot your password?

If you forgot your password and would like to recover it, you must perform the following steps:
1. Click on the Forgot your password? Hyperlink.

EN

Signin
User identifier *

EO@domain.com

Password *

IDissuer -

Your ID Management solution for the TPD regulation

Create an Account

‘You may create your account using the register
form.

Create account
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2. Enter your Last name* and E-mail* into fields of the Forgot your password? Window. Your
last name must be filled in the same way as in your EO account
3. Click CONFIRM button.

Forgot your password ? ©

nter your name and email below. You will receive an email to reset your

Last name *

E-mail *

o CONFIRM CANCEL

You will be redirected to the main page. Confirmation message ‘You will receive e-mail with your
credentials. Please check your spam.’ will appear in the upper right corner of the screen.
4. Follow the instructions in your e-mail to change the password.

If your account has not been yet registered, or if there is an error in the input, you won'’t receive any
email to reset your password.

3.3.3 Intentionally changing password in My account settings.

1. Login to the system by entering information into User identifier* and Password* fields.

2. Click on your User name at the bottom of the navigation bar.

3. My account screen opens, listing all personal information and related entities. Click on the
Change password button.

Dashboard

My account

Check UID

Economic operators

Facilities E::

administrator
English -
O ==x=x3
Reporting Entities

* FACILITY_DEMOS8

Fac

* ExternalEo
EO2EOLast 2 @ .@ Economic operator
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4. Inthe Change password window, fill in Old password*, then New password* and Confirm
New password* fields, and click CHANGE PASSWORD button.

Change password 75:@

Old password *

New password *

Confirm new password *

CHANGE PASSWORD CANCEL

5. Confirm password change window will appear. Confirm your action by clicking on CHANGE
PASSWORD button or click CANCEL to leave the previous page.

Confirm password change

Your password will be updated and you will be logged out. Please, use your new
password to relog.

CHANGE PASSWORD CANCEL

6. User is redirected to the main Sign in page and will be able to login using the new password.

3.4 Log out
To log-out from the system, click Log out button at the bottom of the navigation bar.

Machines

Reporting

EQZ2 EOLast
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4

Dashboard

Select Dashboard from navigation bar to review the following user related information:

1

2.
3.
4.

Review number and list of current orders in process.

Review orders that are ready for download.

Review list of orders that were requested in the last 30 days.

Review timing of requested UID orders in Process, Exported or Downloaded during the past 6
months.

orders currently on processing

3 0‘1?_._

Orders Timeline °

Economic operators

Faciiies

Reporting

Users . . * See oroers ready for COWNIA0
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5 Orders

5.1 List of my UID orders and search engine

Select Orders from the Navigation bar. List of Orders per user will be displayed.

Orders
Fit ®
128 @ 129 Clgarette 100 Cigar @
- =
20 Cigar @ 50 Cigarilio @ 140 Waterpipe tobacco
cem
2K Novel tobacco product @ 2K Novel tobacco product @ 555
10K Nasal tobacco @

A total of 10 orders can be displayed on the screen. To see more orders, click on Load more button,
which is available at the bottom of the screen.

Orders list can be sorted using Class by option.
Order ID

Machine ID

Name Z —- A

Date oldest — newest

Date newest - — oldest

Status

For example: select Date newest — oldest from Class by drop-down list. Orders will be listed from
newest to oldest.

Orders
c
Filter
332.2K Chewing tobacco @ 50 @ 1Cigarette @
100 Cigarett: @ 10 @ 1K Cigarett,
manufacturing
1K Cigarette 1K Cigarillo 101 Cigarette
manufacturing manufacturing manufacturing

CONFIDENTIAL



UK ID Issuer — User Guide for Economic Operators V11

Particular order(-s) can be found by using keywords in the Filter option. The keywords which will be
recognized are exact values of:

Order Status

Order Creation Date

Facility Name

Machine Name

Machine ID

For example: enter status cancelled into Filter field. Only orders with status cancelled will be displayed
in the list.

52 Order UID

5.2.1 Unit level UID electronic delivery

Perform the following steps to order unit level UIDs electronically:

1. Select Orders from the navigation bar as described in chapter 5.1.

2. Click New order button which is available on the right part of the screen.

Note: the facility and machine concerned by the UID order must have been created.

3. New Order screen opens. Unit order radio button is checked by default. Unit order form is
displayed below, listing all the fields which are required for placing an order.
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Order type

Unit order Aggregate order

Select an economic operator *

Select a facility *

Production involves machinery 0
Product type *
v
Combine Nomenclature (CN) code
Brand of product *

Average gross weight *

Intended country of retail sale *

Import into EU 0

Reguested quantity *

Purchase Order reference

e

Accept Terms and Conditions 6

SUBMIT ORDER CANCEL

4. Complete at least all mandatory fields marked with (*).

5. In case you would like to order and generate UID codes ready for immediate download, you
should select the option ‘Deliver order instantly’ which is an available field in new order form.
When selecting this field, you will not be able to cancel your order, and will be invoiced
accordingly Your UID codes will be generated and should be ready for download instantly (in
approx. 5 minutes).

Purchaser reference number

2.2K Oral tobacco ®

Physical delivery

@  Dciveromerinstanty @

SUBMIT ORDER

6. Possibility to choose physical delivery (for some Member States only)

7. Accept Terms and Conditions (mandatory to submit order)

8. Review provided information in the form and confirm your order by clicking SUBMIT ORDER
button.
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9. The user will be returned to the Orders list. ‘New order has been submitted’ confirmation
message will appear at the upper right corner of the screen. New order will have ‘pending’
status and will be processed automatically and changed to ‘approved’in up to 2 working days.
You will have the right to cancel your order within 24 hours, as foreseen by TPD regulation.

3.3K Waterpipe tobacco

BDEMOS

5.2.2 Unit level UID physical delivery (Only for Member State where the delivery of
Physical UIDs is available)

Physical delivery option allows EOs to order UID codes that will be generated, printed and delivered

physically, i.e. on a banderol. Perform the following steps to order physical delivery of unit level UIDs:

1. Select Orders from the navigation bar as described in chapter 5.1.

2. Click New order button which is available on the right part of the screen.

3. New Order screen opens. Unit order radio button is checked by default. Unit order form is
displayed listing all the fields which are required for placing an order.

4. Inthe Order type section, click radio button which is on the left side of Unit order icon.

5. Complete at least all mandatory fields marked with (*).

6. Click Physical delivery button.

® Physical delivery e

Deliver order instantly e

SUBMIT ORDER CANCEL

7. Review provided information in the form and confirm your order by clicking SUBMIT ORDER
button.

8. The user will be returned to the Orders list. ‘New order has been submitted’ confirmation
message will appear at the upper right corner of the screen. New order will have pending
status which will be processed automatically and changed to approved, in up to 10 working
days.

5.2.3 Aggregated level UID electronic delivery

Perform the following steps to order aggregate level UID electronically:

1. Select Orders from the navigation bar as it is described in chapter 5.1.

2. Click New order button which is available on the right part of the screen.

3. New Order screen opens. Unit order radio button is checked by default. Unit order form is
displayed.

4. Click radio button on the left side of Aggregate order icon. Aggregate order related fields will
be displayed below.
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New QOrder

Order type

Unit order O Aggregate ordero

Select an economic operator *
Select a facility *
Requested quantity *

Purchase Order reference

Deliver order instantly e

Accept Terms and Conditions e

SUBMIT ORDER CANCEL

5. Complete at least all mandatory fields marked with (*).

6. Accept Terms and Conditions (mandatory)

7. Review provided information in the form and confirms your order by clicking SUBMIT ORDER
button.

8. If the fast delivery as selected, order confirmation window is displayed asking to CONFIRM or
CANCEL order.

Confirm order request

WARNING, Please verify the volume because once accepted this order will be
executed without any possible refund. This order contains 5000 codes and they

will be invoiced.

SUBMIT ORDER CANCEL

9. If user confirms the order he will be returned to the Orders list. ‘New order has been
submitted’ confirmation message will appear at the upper right corner of the screen. New
order will have requested status which will be processed automatically and changed to
acquitted in up to 2 working days.

5.3 Orders life cycle

There are 2 ways of receiving UIDs:
1. Electronic UID delivery
2. Physical UID delivery (only for countries that benefit from this delivery option)

1. The life cycle stages of electronic UID delivery correspond to the following order status, which can be
found in Orders list:
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Order created — Order processed - Order exported to the router- Order downloaded.

Order details can be reviewed in the expanded Open change logs section of every Order sheet.
Warning change log option is available only for the Administrator and not for the "regular user".

Order sheet

Close change logs

LOGS HISTORY

Date Action Taken by Entity Id Entity name

ONNOREORKO)

2. The life cycle stages of physical UID delivery order correspond to the following order status observed
in Orders list:

Order created — Order processed - Order exported to the Router - Order manufacturing (set for
printing)

Order

Product detail

Delivery information

Close change logs

LOGS HISTORY.

Date Action Taken by Entity 4 Entity name.

® 0o e
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54 Order Cancellation

Order cancellation option is available only within 1 working day, provided the Deliver order instantly
option WAS NOT checked. Perform the following steps to cancel an order:

1. Select Orders from the navigation bar.

2. Select order that was created within 1 working day. The order status should be pending.

3.3K Waterpipe tobacco

B8DEMOS

FACILITY

3. Open order by clicking on its name. Order sheet will open listing order related information.
4. Click Cancel order button.

Order sheet

Order 325

5. Confirmation message ‘Order has been canceled’ will appear at the upper right corner of the
window. Order status will be changed to Cancelled. Cancel order button will be inactivated.

Order sheet

Order 325

55 Deliver Order Instantly Option

Note: if you check Deliver order instantly option while filling the New Order form, cancelling the order
will not be available, because order will be processed automatically, codes will be generated and will be
available for download in a few minutes.

1. Select Orders from the navigation bar. Orders list will be displayed.

2. Click New order button. New order screen will be displayed.
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New Qrder

Order type

Unit order Aggregate order
Check UD

Select an economic operator *

Econaomic operators

Select a facility *

Facilities
Production invoives machinery @
Product type *

v

Combine Nomenclature [CN) code

Brand of product *

Average gross weight *

Intended country of retail sale *

Reguested quantity *

Purchaser reference number

SUBMIT ORDER CANCEL

3. Fill the form with required information, select Deliver order instantly option, and click SUBMIT
ORDER button.

4. Confirm order request window will be displayed, (click SUBMIT ORDER button to proceed).
There will be a message clearly indicating that ‘Once submitted, the new order with (certain
amount of) codes will be invoiced without any possibility to revoke or claim a refund.

Confirm order request

Once submitted, a new order with 332211 codes will be invoiced without any

possible refund.

SUBMIT ORDER CANCEL

5. The user is redirected to the Orders list, where the newly submitted order will show with
pending status, but which will be automatically changed to approved and ready for download
instantly.

332.2K Chewing tobacco

Facility=x
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332.2K Chewing tobacco @
CREATED O 30272019, £119:05 P
Facilityxx
5.6 Order Download

Perform the following steps to download generated order UIDs:
1. Select an order from the Orders list which UIDs you want to download. The order status must
be approved and download icon must be active (blue colored).

2. Click on the download icon. The CSV file will automatically download to your computer.

3. Open the CSV file and select target directory for the UID codes file.
4. Once UID’s are downloaded, order status will be changed from approved to downloaded.

10K Cigarette

e ———
ik

rd
L
o

Facility 1
FACILTY

5. The same process is applicable for both unit and aggregate level UIDs.
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6

Check UID

Perform the following steps to check UID:

=

2
3.
4

5.

6.

Select Check UID from the navigation bar. Check UID screen opens.
Select Order type (Unit order or Aggregate order) by clicking radio button.
Enter UID code you want to check.

Click VALIDATE UID button.

Dashboard

Check UID
Qrder type
® | Unit order a= Aggregate order o
UID code * e
Economic operators o

Facilities

Code information will be provided below. The second part “facility information” is only
displayed to the users which are allowed to see this information.

Dashboard C h | U | D
Order type
Check UID ® |®|Unit order &8 Aggregate order
UID code *
Economic operators
SXUXKWNRCYYfge VALIDATE UID

Facilities

Code information

Machines

Valid

Serial number

Facility information

Production process does not involve machinery

Goods will not cross barders

If entered code is incorrect, Code information will not be provided.
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Dashboard

Check UID

Economic operators

Facilities

Machines

V1.1

Check UID

Order type

® |® |Unit order 2= Aggregate order

uUlD code *

SysndjEBKIT7RgQ

Code information

=
(®Unknown

VALIDATE UID
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7 Economic Operators

7.1 EO Registration

7.1.1 Self-registration

If new users would like to register to the system, he should proceed as described in Chapter 3.1.

7.1.2 Registration managed by another EO

The Economic Operator Administrator has similar powers to the ID Issuer Administrator and is allowed

to register new Economic Operators by filling in the form. The key difference is that EO Admin will not be

able to assign other Economic operators and other entities which are not associated to him. Instead, he

can link new economic operators to himself or to a new User, by filing User information into Economic

operator form.

To register a new economic operator, perform following steps:

1. Select Economic operators from the navigation bar Economic operators. List should be
displayed.

2. Click New operator button.

Economic operators

@ New operator

\\\\\\

VIENAS-du PENKI2O0 @

3. New Economic Operator screen should be displayed.
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New Economic Operator

name * ahemative/ abridged name

Contact information

Address

country *

Global location number

Billing information
o @

Account information

4. Fill the form with requested information and click CREATE button. Please refer to section
""Request for registration"” for more detail on the form.

5. The user is redirected to the Economic operators list, confirmation message ‘New economic
operator has been successfully created.” The newly created economic operator will be listed
on the ID Issuer Admin list with status requested. ID Issuer Admin requires to review
submission and Approve or Reject. The timelines for decision will be defined by local ID
Issuer Admin policy.

7.2 EO Deactivation

Economic Operator Administrators and Economic operators are not authorized to deactivate related
economic administrators. This can be done only by ID Issuer Admin.

If you want to deactivate economic operator you should contact your ID Issuer Admin (via the Help
desk) and provide requested information and reason for that.

7.3 EO List and search

Perform the following steps to list and search for economic operators. The list only includes the

Economic Operators to which you are attached:

1. Select Economic operators from the navigation bar.

2. Economic operators screen should be displayed, and a list of user related operators should be
provided bellow.
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Economic operators @

c © New operator

Filter Ciass by

Economic cperators 1

EO2 @ EO8 ExternalEo
modified

TestEo2 @ testEo3 @ TomasDev

VIENAS-du PENKI20 @

User related economic operators can be listed using Class by option.

ID

Name A —» Z

Name Z - A

Country A —»Z

Country Z — A

Status

For example: select Name Z — A from Class by drop-down list. Economic Operators will be automatically listed by
Name Z — A.

Economic operators

o

Filter

VIENAS-du PENKI20 ® TomasDev testEo3 ®
TestEo2 ® ExternalEo @ EOB
Eo2 @

modified

Specific economic operator(-s) can be found by using keywords in the Filter option. The keywords are
exact values of:

Economic operator Name

Economic operator Abridged name

Economic operator Address

Economic operator Country

Economic operator Identifier

Economic operator Status

For example: enter status value requested into Filter field. Only Economic Operators with the status
requested will be displayed on the screen.
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Economic operators
e
Filter Class by
TestEoz ®
7.4 Technical user creation and modification

Please also refer to Section 2.2.1 Economic Operators Roles in the system for more detail on Technical
user. The Technical user can be created and modified only by Economic Operator Admin.

To create a Technical user, the EO Administrator performs the following steps:

1. Select Economic operators from the navigation bar. Economic operators list should be
displayed.

2. Select an economic operator by clicking on its name. View Economic Operator screen will be
displayed.

3. Click on Create technical user button which is in the Technical users’ section of the screen.

Technical users
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4. New technical user window is displayed. Enter requested information to the fields and click
CREATE button.

New technical user S _._._.0

Name *

Password *

Confirm password *

5. The user is redirected to View Economic Operator screen, where new Technical user will be
listed in Technical users list.

The password of a technical user must have 20 characters and 2 of each type of characters (uppercase,
lowercase, number, special). Its validity is one year.

To modify Technical user, perform the following steps:

1. Select Economic operators from the navigation bar. Economic operators list will be
displayed.

2. Select an economic operator by clicking on its name. View Economic Operator screen will be
displayed.

3. Click Edit icon near Technical user name you want to modify.

Technical users

@ create technical user

@@@ﬂ

4. Edit technical user window opens. Window allows to edit user's name, password or both.
Click UPDATE to submit changes.
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Edit technical user

Name *

2

Technical User 2

Mew password

Confirm new password

5. The user will be redirected to the View Economic Operator screen, where updated Technical
user will be listed in Technical users list. Changes made on user’'s name will be visible
immediately.
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8 Facilities

8.1 Facilities list and search

Perform the following steps to list and search facilities:
1. Select Facilities from the navigation bar.
2. Facilities screen will be displayed, and a list of user related facilities will be provided below.

Facilities @
e
Filter Class by
${FACILITY_NAME} ® 8DEMOS @ EO8BFAC @
- inactive o S
FACILITY_DEMOS8 @ FacLast @ VIENAS_AAA @
B inactive o -

User related facilities can be listed using Class by option.
Name A — Z

Name Z— A

IDA—>Z

IDZ— A

Country A —»Z

Country Z— A

Status
For example: select ID Z — A from Class by drop-down list. Facilities will be automatically listed by ID Z

— A.

Facilities
o
-
FACILITY_DEMO8 @ B8DEMOS @ FacLast @
) inactive o
EOBFAC @ ${FACILITY_NAME} @ VIENAS_AAA @
S o inactive -

Particular facility(-ies) can be found by keywords using Filter option. The keywords are exact values of
Facility Name,

Facility 1D,

Facility Address,

Facility Country,

Facility Status,

Facility Type.

For example: enter Status inactive as a keyword into Filter field. Only inactive facilities will be displayed.

CONFIDENTIAL



UK ID Issuer — User Guide for Economic Operators V11

Facilities
c
ilter Class by
imactive‘
S
${FACILITY_NAME} @ FACILITY_DEMOS8 @
NewTest Street 111 Gedimino 5542
ITHU) ARGENTINA
inactive inactive

8.2 Facility detail

To review facility details,

Select Facilities from the navigation bar. Facilities list will be displayed.

Click on the facility name of interest by clicking directly on its name.

Facility sheet will open, listing available facility related information. The following information

will be available in the sheet:

> Facility Name,

o Facility Identifier,

o Facility Address,

o Facility Country,

o Facility Type,

o Excise Number,

o Economic Operator identifier,

o Status,

o Economic Operator Name,

o The list of the Machines’ names and status linked to this facility (the name is clickable to view
the machine).

wnN e

Facility sheet

Orders

(o con |

Check UD

VIENAS_AAA

Ecoromic operators

Facilties

Contact information

8.3 Facility creation

To create New Facility, perform the following steps:
1. Select Facilities from the navigation bar. Facilities list will be displayed.
2. Click New Facility button.
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Dashboard

Check UID

Economic operators

Faciities

Facilities

Filter

${FACILITY_NAME}

ExternalFacility

FacLast

Class by

BDEMOS

inactive

@ FACILITY_DEMOB

® TestFacility

@ EQBFAC

@ Facilityxx
Inactive

@ VIENAS_AAA

3. New Facility

form will be opened.

4. Fill the fields with new facility related information and click CREATE button.

New Facility

p

Name *

e

Related economic operator

Select an Economic Operator... ¥

Faclility details

Address *

Country *
Type *
v
Status 9
Excise number 0

GLN of the facility

Facility IDs
Cther FID 9

o

5. The user is redirected to the list of Facilities, confirmation message ‘New facility was
successfully created’ appears in the upper right corner of the screen. New facility will be

displayed in

the list.

The creation of facilities doesn’t require any validation. The facility is immediately created, and the
Facility Identifier is immediately generated.

8.4 Facility modification

To edit facility information, perform the following steps:
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1. Select Facilities from navigation bar. Facilities list will be displayed.

2. Select facility you want to modify by clicking directly on its name. Facility sheet will be
displayed.

3. Click Edit button.

4. Alternatively, you can click Edit icon near facility name and select directly from the list.

5. Update facility screen will be displayed:

Editable information on the screen: Name, Address, Country, Type and Excise Number.
Non-editable information on the screen: Facility_ID, Status, Economic Operator Name,
Reg_EOID, The list of the Machines names.

6. Update information in editable fields and click MODIFY button.

o

Dashboard

Update facility

Name *

7]

Check UID

Economic operators Related economic operator

Facilities

Facllity details

Machines ID*

Reporting Address *

Country *

Afghanistan

Type *

Status 6
[ Excise number 6 ]

Facllity IDs
Other FID 6

MODIFY CANCEL

7. User is redirected to the Facilities list; confirmation message ‘Facility has been successfully
updated’ appears in the upper right corner of the screen.

8.5 Facility deactivation and reactivation

To deactivate facility, perform the following steps:

Select Facilities from the navigation bar. Facilities list will be displayed.

Click on the facility name you want to deactivate. Facility sheet will be displayed.
Click on Deactivate button.

wh e
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Facility sheet

=3

Facllity

Contact information

ExternalMachine @

........

4. Confirm deactivation window is displayed.
5. Enter comment into Message* field and click CONFIRM button.

Confirm deactivation

Enter comment for deactivation confirmation

Message *
4

6. The user is redirected to the Facilities list, confirmation message ‘Facility status has been
successfully updated’ appears in the upper right corner of the window. Facility status in the
list is highlighted as inactive.

c
Filter Class by

${FACILITY_NAME} @ 8DEMOS @ EO8FAC ®

NewTest Street 111 0zo g. 500 Address

FACILITY_DEMO8 @ FacilityXX @ FacLast @

Gedimino 5542 newstr. 43 Address

inactive B inactive o
VIENAS_AAA @
Ramintos 16

The deactivation of a facility deactivates every machines of the facility.
To reactivate Facility, perform the following steps:

1. Select Facilities from the navigation bar. Facilities list will be displayed.

2. Select a facility that you want to reactivate. Facility status in the list will be highlighted as
inactive.
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FacilityXX ®
- Inactive
3. Open selected facility by clicking on its name. Facility sheet will be displayed.
Facility sheet
o=

Contact information

4. Click on Activate button.

5. Confirm activation windows opens. Enter comment into Message* field and click CONFIRM
button.

Confirm activation
Enter comment for activation confirmation
Message *
4

The user is redirected to Facility list, confirmation message ‘Facility status has been
successfully updated’ appears at the upper right corner of the screen. Activated facility is not

highlighted in the list. Reactivation of facility does not automatically activate the machines.
Each machine must be reactivated one by one.

FacilityXX @
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9 Machines

9.1 Machines list and search

Perform the following steps to list and search facilities:
1. Select Machines from the navigation bar.
2. Machines screen should be displayed, and a list of user related machines will be provided

Machines @
Filter Class by
ATOSBREpkO @ NEW @ M1_Fi_DEMO_2 @
o Inacth o Inactive o inactive
EOBMAC @ EXTERNAL_MID @ Externa IMachine @
- t - o inactive

User related machines can be listed using Class by option.
Economic Operator Identifier

Vendor A — Z

Vendor Z— A

Model A — Z

Model Z— A

Number A — Z

Number Z— A

Status

For example: select Number A — Z from Class by drop-down list. Machines will be automatically
listed by Number A — Z.

Machines
-
ATOSSREpkO @ NEW @ M1_F1_DEMO_2 @
: .
Inactive Inactive Inactive
EOBMAC @ EXTERNAL_MID @ ExternalMachine @
Inactive Inactive

Particular machine(s) can be found by keywords using Filter option. The keywords are exact values of
Economic Operator Identifier,

Facility 1D,

Machine Producer,

Machine Model,

Machine Number,

Machine Status.
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For example: enter Machine Producer as a keyword into Filter field. Only machines produced by this
producer will be displayed.

Machines
¢
Filter Class by
E:s\‘\
NEW @ M1_F1_DEMO_2 @
o Bosl
- Inactive o Inactive

9.2 Machine detall

To review machine information:

1. Select Machines from the navigation bar. Machines list should be displayed.

2. Select machine of interest by clicking directly on its name.

3. Machine sheet will be displayed listing available machine related information. The following
information will be available in the sheet:

o Machine name;

o Machine ID

o Producer

o Model

o Serial number
o Capacity

o Status

o Facility name

Machine sheet @

o=

9.3 Machine creation

To create a machine, perform the following steps:
1. Select Machines from the navigation bar. Machines list will be displayed.
2. Click New machine button.
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© o © Newmachine
eckuD
Filter Class by
BREpKO @ NEW M1_F1_DEMO_2 @
Facililes
nactive inactive
EOBMAC @ EXTERNAL_MID ExternalMachine @

nactive

Inactive

3. New machine screen will be displayed. Fill the form with required information and click

CREATE button.

Dashboard

Check UID

Economic operators

Fadilities

Machines

Reporting

New machine

Machine name

Select an economic operator *
Select a facility *

Vendor *

Model *

Serial number *

Capacity *

GIAI (Global Individual Asset Identifier)

Machine ID is issued in another UID

4. The user is redirected back to Machines list, newly created machine will be visible on the list,
confirmation message ‘New machine has been successfully created.’ appears at the right

upper part of the screen.

94 Machine modification

To modify a machine, perform the following steps:
1. Select Machines from the navigation bar. Machines list should be displayed.
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2. Select machine you want to modify by clicking directly on its name. Machine sheet will be
displayed.

Machine sheet

-

GE Machine demo

Dashboard

Update machine

Name
Check UID GE Machine demo e
Economic operators Facility *
Fadilities D=
i ~
Machines Vendor *
Reporting Model *

Serial number ¥

Capacity *

MODIFY CANCEL

4. Alternatively Update machine screen can be accessed by clicking Edit icon which is near
machine name in the Machines list.
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Dashboard

Machines

c

Check UID
Filter Class by

Economic operators

GE Machine demo mam8REpkO ®
Facilities

inactive

M1_F1_DEMO_2 @ EO8MAC ®

inactive inactive

Reporting

ExternalMachine @

inactive

5. Update information in editable fields as heeded and click MODIFY button.

6. The user is redirected back to Machines list, updated machine will be visible on the list,
confirmation message ‘Machine has been successfully updated.’ appears at the right upper
part of the screen

95 Machine deactivation / reactivation

To deactivate a machine, perform the following steps:

1. Select Machines from the navigation bar. Machines list will be displayed.

2. Select machine you want to deactivate by clicking on its name. Machine sheet will be
displayed.

Machine sheet

2

GE Machine demo

3. Click Deactivate button.
4. Confirm deactivation windows open. Provide reason into Message* field and click CONFIRM

button.
Confirm deactivation
Enter comment for deactivation confirmation
Message *
A~
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5. The user is redirected to Machines list, deactivated machine’s status in the list is highlighted

as inactive and confirmation message ‘Machine status has been successfully updated’
appears in the upper right corner of the screen.

Dashboard

Machines
= © Newmacnine
Check UD

Filter Class by

GE Machine demo @ iBREpkO @ NEW @

3
nactive o Inactive
Mi_F1_DEMO_2 @ EOBMAC @ EXTERNAL_MID @
Inactive nactive
ExternalMachine ®

To reactivate machine, perform the following steps:

1. Select Machines from the navigation bar. Machines list will be displayed.

2. Select machine you want to reactivate by clicking on its name. Machine sheet will be
displayed.

3. Click Activate button.

Dashboard

Machine sheet

GE Machine demo

Orders

Chedk UD

Fadiities

Machines

Reporting

4. Confirm activation windows opens. Provide reason into Message* field and click CONFIRM
button.

Confirm activation
Enter comment for activation confirmation

Message *

CONFIRM CANCEL

5. The user is redirected to Machines list, activated machine’s status in the list is not highlighted

and confirmation message ‘Machine status has been successfully updated’ appears in the
upper right corner of the screen.
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Dashboard

Machines

c

Filter

Class by

GE Machine demo

Facilities

® BREpkO

Machines

M1_F1_DEMO_2

ExternalMachine

@ EO8MAC

inactive

@

inactive

@

Inactive

®

Inactive

NEW @

Inactive

EXTERNAL_MID @
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Dashboard

Check UD

Economic operators

Faciliies

Machines

V1.1
Reporting
Select Reporting from the navigation bar. Reporting screen is displayed.
Reporting
Number of ordered UIDs Sett\‘ngs
IDs issued for all regist 1972018 and 3/7/2019 Ea]
Day
Range
‘ Fr-:;“nj'gt'a TD‘B\:?‘;E 19
Registry
© Al
Economic operator
Facility
. . Machine
Order status
=3 =2

Reporting Screen consists of 3 parts:

1.
Settings section;
2.
3.
computer.

The following parameters can be set in Settings section:
e Period - subsection allows to choose from: Day (radio button), Month (radio button), Year

(radio button).

Settings section — where you can choose required parameters to generate report,
Download report button — allows to download generated report to preferred directory on your

Graph area which graphically represents report results generated after selecting options in

¢ Range - subsection allows to set From and To — date fields. Date can be entered manually,
set using up/down arrows or selected from calendar.

Range
From

0902018 x 3

September 2018 ~

v

4

To

0307209

Sun Mon Tue Wed
2 3 4 5

8 0 " 12
1% 17 18 18
23 24 25 26
30

Thu

L
13
20

27

Fri

14
21
28

Sat

15

29

v

e Registry — subsection allows to choose from: All, Economic Operator, Facility and Machine. For
all options except All you will be asked to provide EO ID, facility ID or machine ID respectively
in the field which appears below.

Registry

= All
Economic operator
Facility
Machine

Reqgistry
All
= Economic operator
Facility
Machine
Economic Operator Id *

v
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e Order status — subsection allows to choose the following options from drop-down list: Pending,
Waiting for Approval, Approved, Downloaded and Cancelled.

Order status

Order status

Pending
Waiting for approval
Ary ol

Apj

d
Downloaded
d

When all options in the Settings section are selected correctly, the Download report button is
activated, and report is ready to be downloaded to your computer.

@ Download report

Settings

Period
Day
® Month
Year
Range
From To

0902018 031072019

Registry

Al
Economic Dperator
Facility

= Machine

Machine Id *

NEW v

Order status

Order status

Approved v @
=
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11 Users

11.1 User list

Select Users from the navigation bar. Users list will be displayed on the screen.

Users

User ® Useia ® Userd @

Users can be listed using Class by option.
e FirstName A —Z

First Name Z— A

Last Name A — Z

Last Name Z— A

Status

Particular User can be found entering the following values to the Filter field:
e First Name

e Last Name

e E-mail

11.2 New user creation

To create new user, perform the following steps:
1. Select Users from the navigation bar. Users list will be displayed.
2. Click on the New user button.

Users

& © Newuser

Filter Class by

3. New user form will open.
4. Fill in the information to the fields and click CREATE button.
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New user

First name * Last name *

E-mail *

Phone number *

Roles

Type ®

5. The user is redirected to the main list, confirmation message ‘New user has been created’
appears at the upper part of the screen. New user will be visible in the list.

11.3 User Deactivation

Perform the following steps to deactivate user:
1. Select Users from the navigation bar. Users list will be displayed.
2. Select user by clicking directly on its name. User sheet will be displayed.

User sheet

o ot |

EO888 LAST

Entities

+ EO8
+ fagdfg
+ VIENAS-du

+ EO1_Ix_2x

3. Click Deactivate button.
4. Confirm deactivation window opens. Enter comment into Message* field and click CONFIRM
button.

Confirm deactivation

Enter comment for deactivation confirmation

Message *

5. The user is redirected to the Users list, confirmation message ‘User status has been
successfully updated’ appears at the upper corner of the screen, the user status in the list is
highlighted as inactive.
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Users

Filter Class by

EO888 LAST @
Facilties
tve ||

Reparting

User;2

User,3 ®
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12 Account & Setting

12.1 My Account

To access your own account:
1. Click on your user name which will be displayed at the bottom of the navigation bar.
2. My account screen will be displayed:

Dashboard

My account @

Check UID

Economic operators

»»»»»

Rale
Fadiities Economic operator administrator

Reporting Entities

* FACILITY_DEMOB
Facility

* ExternalEo
EO2 EOLast 1 @ @ Economic operator

My account screen holds the following information:
e Personal information of economic operator,

e Economic operator related entities (other economic operators, facilities, machines)
¢ Change password option

e Update personal information option

Perform the following steps to Change password.
1. Click on your name at the bottom of the navigation bar. My account screen will be displayed.
2. Click Change password button.

Dashboard

My account

First nam

ED2
Check UID [

EOLast
Economic operators

one

Role

Fadilities Economic operator administrator

Preferred language

English
vocrwes ® 8 Uit et omaton

Reporting Entities

* ExternalEo

Economic operator

* testEo3

Economic operator

3. Change password window will open.
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4. Enter old password and new password into corresponding fields and click CHANGE
PASSWORD button.

Change password . .“,0

Old password *

New password *

Confirm new password *

CHANGE PASSWORD CANCEL

5. The user will be redirected to the initial system login screen and will be able to login using his
new password.

Signin

User identifier *

Password *

OK

Create an Account

You may create your account using the register
form.,

Create account

To Update personal information, perform the following steps:
1. Click on your name at the bottom of the navigation bar. My account screen will be displayed.
2. Click on Update personal information button.

Dashboard

My account

Check UID —

Economic operators

Facilities omic operator administrator

Preferred |3 \guage
English e_
Entities

* ExternalEo

Economic operator

* testEo3

Economic operator

3. Update personal information window opens displaying current information in the fields.
4. Update information as needed and click UPDATE button
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Update personal information 9
First name * Last name *
EOQ2 EOLast
E-Mail *

Phone *

Preferred language

@
UPDATE CANCEL

5. The user is redirected to My account screen where updated information will be seen, and
confirmation message ‘Your account has been updated’ appears at the upper part of the
screen.

12.2 Settings

To access your settings, perform the following steps:
1. Click on Settings icon which is near your username at the bottom of the navigation bar.
2. Settings screen will be displayed.

Dashboard

Settings @

User's settings

Gzl Receive email when ordered UIDs are ready for download D o

Date format
Economic operators

Yoo ) oo
Facilities

Machines

Reporting

3. Select an option to ‘Receive email when UIDs are ready for download’ by clicking on the
button.

4. Set the preferred Date format which will be displayed across options of his account. The
following date formats are available from the drop-down list:

° YYYY-MM-DD

o DD-MM-YYYY

°  MM-DD-YYYY
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> YYYY/MM/DD
o  DD/MM/YYYY
MM/DD/YYYY
5. Click SAVE CHANGES button to save your preferences.

[}
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13 API

13.1 Introduction

UID ordering and download can be automated (System to system integration) via provided API.

13.2 API Integration

This APl implements a REST-like interface. Only technical users/administrator role (see chapter 7.4
for technical user creation) can use the API. As all technical users are Economic operator admins,
they can perform same actions as ordinary user with Economic operator admin role.

13.2.1 Login with the APl LOGIN

In order to get access and refresh tokens, login API must be called. The call will be POST method with
JSON body consisting of economic operator ID (EOID), username and password.

POST to <host>/technical/login with body:

{

"username"; "test",
"password": "Test9877?",
"EQ_ID""atostest"

}

In case of success, the response with HTTP status 200 and tokens in response body will be returned.
Response example:
{

"access_token™
"eyJhbGciOiJSUzI1NilsInR5cClgOiAiSIdUliwia2lkliA6ICIWdAmMMINOkSVmRaaDJJcTJIdE8zak56ZGo0S
ktqQzdSNIBObjNIRExWdkIvIn0.eyJqdGkiOiJkKNGZINDhhYyO3OGFmMLTRIZDYtOWFkNYO1NDNIZTBjZT
JMZWIILCJIeHAIOJEINTEWOTEzNTcsIm5iZileMCwiaWFOljoxNTUxMDkxMDU3LCJpc3MiOiJodHRw
Oi8vdWIKLWIzc3VIci54Lmluc29mdC5sdCOhdXRoL3JIYWxtcy91laWQtaXNzdWVyLXRIY2huaWNhbC1
kZXYILCIhdWQIiOiJsb2NhbGhvc3QiLCJIzdWIiOiI5ZmJIKYTdkZS1jNzFhLTRjZWYtOGM3YS030WVhZ
DFjYWU3ZWYIiLCJ0eXAIOIJCZWFyZXIiLCIhenAiOiJsb2NhbGhvec3QiLCIhdXRoX3RpbWUIOjAsInNIc
3Npb25fc3RhdGUIOIJIMDgzMTdmZCO1Y2NjLTQ2NDULY]jISNCO0zYjhjYzc20GE4ZjgiLCInhY 3liOilxliwiY
Wxsb3dIZC1lveminaW5zljpbimxvY2FsaG9zdDo4MDgwill0sInJdic291cmNIX2FjY2Vzeyl6eyJhY2NvdW50
ljp7InJvbGVzljpblm1hbmFnZS1hY2NvdW50liwibWFuYWdILWFY291bnQtbGlua3MiLCJ2aWV3LXByb
2ZpbGUIXX19LCJIzY29wWZSI6InByb2ZpbGUgZW 1haWwiLCJIIbWFpbF92ZXJpZmllZCl6ZmFsc2UsInBy
Z\WZlenJIZF91c2VybmFtZSI6ImFOb3NIZHI2a3FtZW51bGlzIn0.R_-52vhj2-
d7twaOQoMmDHgiXcZ2evarUIMIdEMNXObHPfiSCBEYUILG6ESIIKTUIPYGxWrkylcYrKVmGgJ-
gv5ssLYgp6osXVajt6w8UO0Y600BPXxUwWIRcWUzhQZW1B9vHQQsLx2nbdKOXd-
VzLRFtwgnOPt215Q2GRLwWJj73UdjgbA6JwcvanoWC0Z-
p9ZZHBdrbG5hBRAL1KBNnxBHzAjoEgQGK3_100fzr2GJyOxikhHacQovbDabQLcadU470pJed4wbgEnB
MTBCC9n2hyOlgePthykMsH26CgDEHfLw(i2Q6e2UHTB6eCwD6tzMIQILrEKKVBA9WC6Z-
wx85mIXYg",

"expires_in": 300,

"refresh_expires_in": 1800,

"refresh_token™:
"eyJhbGciOiJSUzI1NilsInR5cClgOiAiSIdUliwia2lkliA6ICIWdImMNOk5VmRaaDJJcTJIdESzak56ZGo0S
ktqQzdSNIBObjNIREXWdKIvIn0.eyJgdGkiOil4OTAWM2RMNCO0zYmJhLTQyNzgtYmMxNS050DY1ZmU
50WY4YmMEILCJIeHAIOJEINTEWOTI4NTcsImSiZileMCwiaWFOljoxNTUXMDkxMDU3LCJpc3MiOiJodH
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RwOIi8vdWIKLWIzc3Vici54Lmluc29mdC5sdCOhdXRoL3JIYWxtcy91laWQtaxXNzdWVyLXRIY 2huaWNhb
C1kzZXYILCIhdWQIiOiJsb2NhbGhvec3QILCIzdWIiOil5ZmJIKYTdkZS1jNzFhLTRjZWYtOGM3Y S030WV
hZDFjYWU3ZWYILCJ0eXAiOiJSZWZyZXNoliwiY XpwljoibG9jYWxob3NOliwiY XV0aF90aw 1lljowlL.CJzZ
XNzaW9uX3NOYXRIljoiYjA4MzE3ZmQtNWN]jYy0ONjQ1LWIyOTQtM2I4Y 2M3NjhhOGY4liwicmVzb3Vy
Y2VFYWNjZXNzljp7ImFjY291bnQiOnsicm9sZXMiOlsibWFuYWdILWFjY 291bnQILCJItYW5hZ2UtYWN;jb
3VudC1lsaWsrcylsinZpzXctcHIvZmisZSJdfX0sInNjb3BlljoicHIvZmIsZSBIbWFpbCJ9.uTXJPWoOhBiIttr
xxzOViZOQaF9vInJIj2KXA28aPljDSadhalFYCwfTuuqg3-
dCL100SQ6KWdBesOHgq7zS11J90n49F74Ygx2Y mpDM-
WZUEyOj3HOLNtwiAlb2gmpc_ WHF3senVJEBqo6Xp6d4RCplJR5A4cVAT7avgLOGep-
tOhEm7kthrcls4L0tmv78cOXVDCJIK32mYkjUUMzThoGENRF1JsPuVBBcginyTR3PnexUb_IUYB7jfps
YO1xUCP_mbfdH1e20GzF7TBOjD8C8ZpQ57yhAFQ8iIOgMMNuURcbgJ-
QsDGQ1EMYG1PClalxs WOPCFZG_0s1wTJNtCkg-Pg",

"token_type": "bearer",

"id_token": null,

"not-before-policy": 1551087910,

"session_state": "b08317fd-5ccc-4645-b294-3b8cc768a8f8",

"scope": "profile email"

}

In case of wrong credentials or other SSO error, the HTTP 502 status will be returned.

After access-token expires, a new one can be retrieved by calling refresh API with refresh-token in the
header named “refresh-token”. The result is the same as login API.

13.2.2 Token integration

Two headers must be added to every request in order to be able to access any secured endpoint.
First header named “Authorization” must contain access-token retrieved from login API in format:
“Bearer <access-token>". Second header will be named “Realm” with value “Technical’.

For example:

Authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5cClgOiAiSIdUliwia2lkliA6ICIPWNRYcGFWEJMRHdpMKNoNXEydHIvQI9Z
LWpUNOXTNi1BQIhpOGota29BIn0.eyJqdGkiOilxOWESZDIMS00MjhhLTQ40OW YtOTRhZIOXMDY5MT
k5MGI1ZWMILCJleHAIOJEINTIzOTQ3NjAsIM5iZileMCwiaWFOIjoxNTUyMzkONDYwLCJpc3MiOiJodH
RwOIi8vdWIKLWIzc3VIci54Lmluc29mdC5sdC9hdXRoL3JIYWxtcy91laW QtaXNzdWVyLXFhliwiY XVKkIjoi
dWIKLWIzc3VIcilhcGkiLCIzdWIiOII5ZGYANWUYY SOy Y TFLTRiYmUtOTUSYy00ZWYXNDZiMjgwMTQ
ILCJ0eXAIOIICZWFyZXIiLCIhenAiOiJ1aWQtaXNzdWVyLWFwaSIsImF1dGhfdGItZSI6MCwic2Vzc2lv
bl9zdGF0ZSI6ImZjYzg3ZWQ5LWZmYmMINDE1INS05ZDFhLWEYMTJKYzRmY2JjZCIsImFjcil6ljEiLCJ
hbGxvd2VkLW9yaWdpbnMiOldLCJyZWFsbV9IhY2NIc3MiOnsicm9sZXMiOIsiSVNTVUVSXOFETUIOII
19LCJIyZXNvdXJjZVohY2NIc3MiOnsiYWNjb3VudCl6eyJyb2xlcyl6WyJtYW5hZ2UtYWNjb3VudClsim1h
bmFnZS1hY2NvdW50LWxpbmtzliwidmlldylwem9mawxlll19fSwic2NveGUIiOiJIbWFpbCBwem9mawxll
iwiZW 1haWxtdmVyaWZpZWQiOmZhbHNILCIwcmVmzZXJyZWRfdXNIcm5hbWUIOiIJOZXNOQGIuc29
mdC5sdCJ9.rlipHDBJTVIVNriSmzZkjNKwhzgGV-
0XZuKVoLODtYL1PXSXuiTtTW8rXWwabtYzSyfCUrPVBuU_g2F5AeKI_gqWHzIM_fKpBBEY2SBFgB-
alhUTa2gWguUtETRDUweg-AfelhdSuwELuplit2JU3T-
F_1YMgniuvnP1PS4EI8T3AkzgIBjNLPNmM7WRHimxcXtUjV4XubryplczXag4QDO0f4jH4Cfx8n_GXJKOm
hElcKepxOHQZs9PvmUYxd898sgN8ZuObPg-SIER8ygiHEWfUGtxEFpkOIVPYq_e9XgnCugF-
y8Q_X22HrH8Rs6AtCb0zRN_iBKbCcoo85FCDWzHqg

Realm: Technical
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13.2.3 SWAGGER

Swagger documentation can be accessed from user interface after successful login by clicking on ‘API
documentation’ link which is located in page footer.

x id issuerd

Check UID
Order type
Check UID @ | = |Unit order O 88 aggregate order

UID code *

VALIDATE UID
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14 Helpdesk

14.1 Operation and contact

If you encounter issues that you are not able to resolve, please contact the Helpdesk by phone or e-
mail. You will find these details via Contact hyperlink at the bottom on every screen of the system.

EN

Signin

User identifier *

Password *

Forgot your password?

DLR
IDissuer =

Your ID Management solution for the TPD regulation

Create an Account

You may create your account using the register
form.

Create account

When you click on Contact hyperlink, contact screen will be displayed. Available options to contact
helpdesk are:

e By phone;
e By e-mail;
e Submitting your contact details and your message in the designated window.

Phone number and e-mail address are country specific. You should open your ID Issuer application
Contact screen to receive valid contact details.
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Contact

ID Issuer

Contact us + mandatory fields
Your name * Your email *

Company name

Title of your question *

Your question *

SEND CANCEL
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